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Abstract

In 2001, Ghodosi and Saeednia proposed a self-certified group-oriented cryptosystem without a combiner to prevent the Susilo
et al.’s attack. However, in this paper we will show that their scheme is still insecure and probably suffers from the conspired attack.
To remedy the weakness, an enhanced version is proposed while providing the new functionality to confirm the source of the

encrypted message.
© 2005 Elsevier Inc. All rights reserved.
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1. Introduction

A group-oriented cryptosystem is one of the society-
oriented cryptographic systems, which allows group
participants to perform a cryptographic operation
respectively. A (#,n) group-oriented cryptosystem is
constructed by a sender who composes the subgroup
P={U,U,,..., U,} of all users as the intended receiv-
ers in the system. In this cryptosystem, an encrypted
message is split into z shares, and the sender distributes
those separated shares to each member of the group P.
At least ¢ or more participants of the group P are re-
quired to decrypt the encrypted message with their
own shares. Two important issues of such crypto-
systems’ implementation are:

(1) The sender needs to collect those authenticated
public keys of the intended receivers.
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(2) The combiner needs a secure channel to collect the
partial results from collaborating participants.

In 1999, Saeednia and Ghodosi discussed these two
relevant problems in implementation of such systems
and then proposed a (¢,n) group-oriented cryptosystem
(Sacednia and Ghodosi, 1999) that works with self-
certified public keys. Therefore, the public keys of the
users are publicly certifiable. In addition, the threshold
encryption system does not require a combiner and
allows each group member to perform the decryption
procedure once at least ¢ group members participate.

However, Susilo and Safavi-Naini (1999) show that
any two members in the group can decrypt an encrypted
message conspiratorially without other members’ collabo-
ration. After that, Ghodosi and Saeednia proposed a new
version (Ghodosi and Sacednia, 2001) to prevent the Sus-
ilo et al. ’s attack. Unfortunately, the modified scheme is
still insecure and suffers from the conspired attack.

In this paper, we will show that three malicious mem-
bers have high probability 0.608 to decrypt an encrypted
message without working together with other ¢ — 3
members. In addition, a remedy is proposed not only
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prevents such conspire attack in an efficient way, but
also allows the group of receivers to assure that the
encrypted message coming from the one alleged. Thus,
the new scheme is further functionally superior to the
Ghodosi and Saeednia’s modified scheme.

2. Review

First, we take a brief review of the Ghodosi and
Saeednia’s modified protocol (Ghodosi and Saecednia,
2001) and make our comment comprehensibly.

2.1. Preparation phase

Without loss of generality, let P = {U;, U,, ..., U,} be
the intended group setting up by a trusted authority.
And the following parameters are also chosen by the
trusted authority.

N the product of two large distinct primes p and ¢
such that p =2p’ + 1 and g = 24’ + 1, where p’
and ¢’ are also prime integers,

F a prime, where F> N,
g a generator of order r =p’¢q’,
h(*) a one way hash function that outputs integers

less than the minimum value of p’ and ¢’.

The authority makes N, F, g, i(-) public while keeping
r secret.

2.2. Key generation phase

(1) Each group member chooses his secret key x;
computes

z=g"modN,

and gives the value z to the authority.

(2) The trusted authority chooses a random number 7;
and gives it to U,

(3) The secret value of the user U; is X; = x; + r; and
his shadow is

Zi=z-g"=g"" = g¥modN. (1)

(4) After the authority is convinced that the user
knows the secret key, he generates the user’s public

key as

v = (Z"" = ID)™" modN, 2)
where ID; = h(I;), and I; is the U;s identity such as
his name, network address, ..., etc.

2.3. Encryption phase

Suppose a sender wants to send a message 0 Sm < N
to the group P = {U;, U,, ..., U,} such that the coopera-

tion of any t members of the group is sufficient to retrieve

the message. Afterwards, the sender proceeds as follows:

(1) Choose a random number k and compute ¢ = g~
mod N.

(2) Construct a polynomial fix)=ay+ a;x + a» x> +
--+a,_x""" in GFF), such that fi0)=a,=
gh(m)mOdN

(3) Compute

w; = yl’.Df + ID;mod N,
s;i = wmodN,
di :f'(Si), and

e = mw?(m)modN7 fori=1,2,...,n.

(4) Send (t,c,d;,e;) to each member U; in the group.

2.4. Decryption phase

Any ¢ members of the group must collaborate in
order to retrieve the message. Without loss of generality,
it can be assumed Uy, Us, .. ., and U; want to decrypt the
message. They calculate
si=c""modN, fori=12...,1,
and broadcast the pair (d;,s;) to each other. Then the ¢
members can cooperate together to obtain v = g""”
mod V.

According to the secret parameter v, all the members
can further derive the message individually as
m = v ie;modN.

Note that, the decryption phase can be divided into
two parts. First, the collaboration of at least  participants
is required to reconstruct the secret parameter v. Second,
according to v, each member then decrypts message indi-
vidually without the help of a combiner. However, in the
following, we will show that a conspiracy of three mem-
bers in the group is possible to obtain the secret parameter
v and then the message is revealed directly without work-
ing together with other # — 3 group members.

3. Conspired attack

Without loss of generality, assume that U;, U,, and
Us in the group desire a complicit usurpation of the
plaintext. They can firstly inherit e, e, and, e; from
the encrypted broadcasting message, where

hm)
ey =mw,

=m(y"”' +IDy)""

=m(((Z,' =D, )PP D)™ | according to Eq. (2)
=m(Z;" —IDy +1D;)""

= le_h(m)

=mg X" modN, according to Eq. (1),
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e, =mg """ modN, and
es=mg "™ modN.

After that, they can collaboratively calculate y; and y, as
follows:

—X1h(
€l mg (X =Xo)h(m) __ [ h(m)\(X2—X1)
"= e g,th m) =& - (g ) lTIOdN7
and
e m —X1h(m) B
yy = e __mg ) :g—(Xl—X3)h(m) _ (gh(m))(X3 XD modN.

e3 mg—X;h m

With the knowledge of the secret X;, X5, and X3, the
plaintext m can be revealed if (X> — X7) and (X3 — X7)
are relatively prime.

(1) Find integers a and b such that
a(Xo —X1)+b(X;— X)) =1
(2) Compute
v=g"" mod N
_ (gh(,,z))a()(z—xl)+b(x3—)(1) modN
— (")) (") X mod N
= (7)" ()" modN.
(3) Obtain the plaintext m as

m = v¥¢;modN.

From the above, the critical point is the existence of a
and b; that is, the success of the conspired attack is only
determined by whether (X, — X;) and (X3 — X;) are
relative prime or not.

Since that x; is the secret key chosen randomly by U;,
and r; is the random number chosen by authority.
Therefore, X; = x; + r; is also a random number. It im-
plies that (X, — X;) and (X3 — X)) are both random
numbers. Because the probability of two random num-
bers being relative prime is 0.608 (Knuth, 1981), the
probability is obviously too high.

Hence, a conspiracy of these three group members
may decrypt an encrypted message without working to-
gether with other ¢+ — 3 members, and the high probabil-
ity is unacceptable.

4. Proposed method

In the following, a modification of the Ghodosi and
Saeednia’s scheme is proposed to eliminate the weakness
of the conspiracy attack and provide the origin authen-
tication. The modification is just applied to the encryp-
tion and decryption phase under the same scenario.

4.1. Modified encryption phase

The sender will do as follows for the recipient group
pP= {U1>U2) LS} Un}

(1) Choose a random number k; and compute
K = g'"mod N, and
0 =kK+ x,,
where x; is the sender’s private key, and y, = g*
mod N is the corresponding public key.
(2) Construct a polynomial fix) =K+ a;x + a>x*+
< +a,_1x"Vin GF(F).
(3) Choose a random number k, and compute
c=g"™modN,
w; =y + ID;mod N,
s; = wmodN,
d; = f(si)a and
e;=m-h(w;") 'modN. (3)

(4) Send (¢, c¢,d; e;) to each member U, in the group P.
4.2. Modified decryption phase

Any ¢ members of the group must collaborate in
order to retrieve the message. Without loss of generality,
assume Ui, U,, ..., and U; want to decrypt the message.
They calculate

si=c"modN, (i=1,2,...,1)

and broadcast the pair (d;s;) to each other.

Then ¢ members can cooperate together to recover
fix) according to the value pairs and further obtain K
if all the pairs are correct.

The correctness of s; can be proved as
s;=wmodN,

= (v +1ID;)"* mod N

= (((Z7' = 1D)™ Y™ + ID,)* mod N, according to Eq. (2)

=(Z' —ID; +ID,)” mod N

=ZmodN

= (¢") ™ modN, according to Eq. (1)

=(g7)" " "modN

=c""'modN.

Based on K, the message m can be derived as
m=h((K*-y,)"") - e;modN, and (4)

the correctness is shown as follows.
According to Eq. (3), we have

=h(w;?) - esmodN
:h((yl’ +ID) ) - e;mod N
= h((((Z;" = D)™ )™ +ID))™")

-e;modN, according to Eq. (2)

h(((Z7' —ID;) +ID;)"") - e;mod N
h(Z7")7%) - e;mod N

h((g™) ™) - esmodN, according to Eq. (1)
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=h((g°)"") - esmod N

= (g% +x)") - e;mod N
=h((g"* - g")") - e;mod N
= h((K¥-,)"") - e;mod N.

Thus, Eq. (4) can decrypt the ciphertext correctly if all
the involved keys are genuine.

5. Discussion

The trusted authority has no knowledge of the
secret value of any user, because the key generation
phase is tally the same as the original design. Accord-
ingly, the focus is shifted to the encryption and de-
cryption phase, so two major concerns exist in the
proposed scheme.

(1) Collaboration of at least ¢ participants is required
to perform the designated cryptographic operation.

Assume that a group of legal members (Ui, Us, ...,
U,), where 1 Su <t — 1, conspires, and desires to de-
rive the encrypted message. Under this assumption,
the conspiracy can derive (d),d,...,d,) from the
broadcasting message, and obtain (s,$5,..., $,) by
calculating s; = ¢¥'modN, (i=1,2,...,u). Then, the
conspiracy may intend to solve the (¢ — 1) degree poly-
nomial f{x) and derive the key point of the decryption
process K. But, fortunately, f{x) can be recovered
only if greater then ¢ out of n shares (d;,s;), where
1 £i< n, are available. Thus, the message m is still
unrevealed.

Furthermore, it is also impossible to do that by
solving the following u equations

er =m-h((KX - )" 'modN,
es =m-h((KX-y)™) "modN,

ew =m-h((KX-y)") "modN.

Because the decryption key is hashed, the mathemat-
ical relation cannot be found and predicted, hence it
leaves no way to solve K. Thus the scheme can resist
the conspiracy attack.

(2) The source of the encrypted message can be
assured.

Assume that a forger intends to impersonate the sen-
der to encrypt the message m* the critical issue is to
compute ¢; to satisfy Eq. (4) so that

m*=e -h(KX-y)") 'modN, where 1<i<n.

It is easy to understand that anyone can embed K into
a (t — 1) degree polynomial, but the question is now
whether (K*-y,)*mod N can only be determined by
the sender, where 1 < i< n.

Since

(K* -y = (&M% - g*)" ' mod N
= (g"*™) " mod N
_ (gX[)k|K+x.v l’IlOdN

ko K4-xs

=W mod N, according to Eq. (1).

Accordingly, it is obvious that (KX -y,)""modN,
where 1 <i<n, cannot be derived without the know-
ledge of the sender’s private key x; or user U;s secret
value X;. Besides, it is clear that the calculation of x;
and X; form the equations

v, =g*modN, and
Z; = g%modN,

are as difficult as solving the discrete logarithm problem.
Thus, it implies that impersonate the sender to encrypt
the message can be prevented while the sender’s private
key x, and U;s secret value X; are still secure.

6. Conclusion

In this paper, we have shown that at least three group
members in the Ghodosi and Saeednia’s scheme can
conspire successfully with an unacceptable high proba-
bility 0.608. Hence, an improved approach is proposed
which eliminate the vulnerable mathematical relation
in the Ghodosi and Saeednia’s modified scheme. There-
fore, the security of our system is no longer assessed by
an amount of the probability but shifting to the compu-
tational complexity. In addition, our threshold encryp-
tion scheme also providing a new functionality which
allows the group of receivers to assure that the message
is from the alleged one.
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