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	摘要: 

	Digital signature schemes with fault tolerance make it possible for error detections and corrections during the processes of data computations and transmissions. Recently, Zhang, in 1999, and Lee and Tsai, in 2003, have respectively proposed two efficient fault-tolerant schemes based on the RSA cryptosystem. Both of them can efficiently check the sender?s identity and keep the confidentiality of the transmitted document. Furthermore, they can detect the errors and correct them. However, these schemes have a common weakness in security, that is, different messages may easily be computed that have the same signature. Thus, a valid signature could be reused in another document. This severely violates the principles of digital signature. In this paper, we shall show that this security flaw existed in the two perviously proposed schemes and conclude that the security flaw may occur in other fault-tolerant public key cryptosystems that are similar to these schemes. Furthermore, we will improve Zhang?s and Lee and Tsai?s schemes to eliminate the drawbacks.



		
		
		
		
		
		
		

		
		
		
		
		
		
		

		
		
		
		
		
		

		
		
		
		
		
		

		
		
		
		
		
		
		

		
		
		
		
		

		
		
		
		
		

		
		
		
		
		
		

		
		
		
		
		
		

		
		
		
		
		
		
		

		
		
		
		
		
		
		

		
		
		
		
		
		
		

	
	

	
	

	
	

	
	

	
	

	
	

	
	


