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Abstract

In order to evaluate the effectiveness of Critical
Infrastructure Protection (CIP) measures, many
countries are engaged in developing related simulators.
This paper first discusses the factors affecting CIP

effectiveness and the relationships among these factors.

Based on these factors and relationships, a simulation
tool has been constructed to investigate the effects of
interdependencies, to answer what-if questions, and to
identify potential vulnerabilities of CIP.

Keywords: Critical Infrastructure Protection (CIP),
interdependencies, Bayesian Belief Network (BBN),
Simulation.
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