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	摘要: 
	We present a new ID-based shadow key generation and ecovery algorithms suitable for Generalized Group-Oriented Cryptographic scheme. The idea we proposed is inspired from Wang et al. [1], and we take advantage of the efficient key generation in [2] to replace the key generation procedure in Lin et al. [3]. Our approach has three significant advantages. (1) It’s at users preference, the shadow key is selected, not traditionally selected by CA for every authorized user who belongs to a legal positive access group in the shadow key generation. (2) It’s much more securer, whenever a new crypto session starts, the stamp times which is recorded by the latest authorized users generates a set of new corresponding shadow key to prevent the unauthorized users to intrude. (3) It’s difficult to break our scheme, difficult as solving factoring problem.


